Assistant G1, Civilian Personnel Message (Message 2015063)

[bookmark: _GoBack]SUBJECT: OPM Cybersecurity Incident - Message 2

1.  PURPOSE: To provide information on recent cybersecurity incident within OPM.

2.  REFERENCE:  AG1 Civilian Personnel Message 2015061 dated June 5, 2015.

3. BACKGROUND

The recent news from the Office of Personnel Management (OPM) regarding the breach of personally identifiable information (PII) from eOPFs is undoubtedly troubling to you as it is to all Army leadership.  While OPM is taking the lead in addressing this issue, I feel it is important to keep the commands appraised of any guidance or information being shared by OPM.  I ask that you share this information with your entire civilian workforce.

3.  ACTION

This office will continue to distribute OPM guidance or instructions as it is issued.  Timely sharing of this information is important to help in alleviating the concerns being faced by our civilian workforce. Your timely retransmission of the information would be greatly appreciated.

4.  INFORMATION

The lead web page for information from OPM regarding the recent cybersecurity incident can be found at http://www.opm.gov/news/latest-news/announcements/ 

OPM has issued a number of questions and answers (Q&A s) that are available at
https://www.opm.gov/news/latest-news/announcements/frequently-asked-questions/  

Some key Q&As are:

Q. I did not receive a letter stating that my information was compromised, but feel that I should have. Can you help me?
A. OPM is aware of the affected data and the networks and the data on which it resides. OPM will begin sending notifications to individuals whose PII may have been compromised using email and/or USPS First Class mail on June 8, 2015. These notifications will take place on a rolling basis through June
19, 2015.

Q. Can my family members also receive services if they are part of my file/records?
A. Family members of employees were not affected by this breach.

Q. Were members of the military affected by the breach?
A. This incident did not affect military records. No contractors were affected unless they previously held Federal civilian positions. The incident affected current and former Federal civilian personnel, including
Department of Defense civilian employees.

Q. When did this happen?

A. The intrusion occurred in December 2014. OPM became aware of the intrusion into its systems in April 2015 after implementing tough new measures to deter and detect cyber-attacks. During its investigation with its agency partners, the FBI and US-CERT, OPM became aware of potentially
compromised data in May 2015.

Q. What personal information was compromised?

A. OPM maintains personnel records for the Federal workforce. The kind of data that may have been compromised in this incident could include name,
Social Security Number, date and place of birth, and current and former addresses. It is the type of information you would typically find in a personnel file, such as job assignments, training records, and benefit selection decisions, but NOT the names of family members or beneficiaries and NOT information contained in actual policies. The notifications to potentially affected individuals will state exactly what information may have been compromised.

Q. Why didn't OPM tell affected individuals about the loss of the data sooner?

A. OPM became aware of the intrusion in April 2015. OPM worked with US-CERT as quickly as possible to assess the extent of the malicious activity and to identify the records that may have been compromised. During the investigation, OPM became aware of potentially compromised data in May 2015. As with any such event, it takes time to conduct a thorough investigation and to identify the affected individuals.  It is important to note that this is an ongoing investigation that could reveal additional exposure; if that occurs, OPM will conduct additional notifications as necessary. Protecting
the integrity of the information entrusted to OPM is the agency's highest priority.

Q. Has the information been misused?

A. At this time, we have no evidence that there has been any use or attempted use of the information compromised in this incident. This is an ongoing investigation and OPM will continue to be vigilant to ensure that necessary security measures are in place to further strengthen and protect our networks, systems, and data.

Information on obtaining OPM-provided, comprehensive credit and non-credit identity protection from CSIP is at http://www.csid.com/opm/  Employees receiving notice from OPM that their information may have been accessed will be eligible for this protection.

As provided in the referenced message, information addressing how to best recover from identity theft is addressed at the Federal Trade Commission web site https://www.identitytheft.gov/ 


